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/RULV'HJLRDQQL0DULR%DOGL)XOYLR5LVVR*LDQOXFD9DUHQQL
'LSDUWLPHQWRGL$XWRPDWLFDH,QIRUPDWLFD3ROLWHFQLFRGL7RULQR,WDOLD
^ORULVGHJLRDQQLPDULREDOGLIXOYLRULVVRJLDQOXFDYDUHQQL`#SROLWRLW

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
6RPPDULRLQTXHVWRDUWLFRORVLSUHVHQWD:LQ3FDSXQDOLEUHULD2SHQ6RXUFHSHUO¶DQDOLVLGLGHOWUDIILFRGLUHWH
VYLOXSSDWD GDO&RPSXWHU1HWZRUNV*URXS 1HW*URXS SUHVVR LO 3ROLWHFQLFR GL7RULQR7DOH OLEUHULD VL q DIIHUPDWD
FRPHVWDQGDUGGHIDFWRQHOVHWWRUHGHJOLVWUXPHQWLGLDQDOLVLGLUHWHSHUDPELHQWL:LQGRZV
 ,1752'8=,21(
/D UDSLGD HYROX]LRQH GHO VHWWRUH GHOOH UHWL GL FDOFRODWRUL XQLWD DO YDVWR XWLOL]]R GHOOH WHFQRORJLH GL
QHWZRUNLQJHGDOODFUHVFHQWHGLIIXVLRQHGL,QWHUQHWIDVuFKHODSRWHQ]DHODFRPSOHVVLWjGHOOHVWUXWWXUHGL
FRPXQLFD]LRQH FUHVFD FRVWDQWHPHQWH 7XWWDYLD D GLIIHUHQ]D GHOO¶LQIUDVWUXWWXUD GL WLSR WHOHIRQLFR OD FXL
FRPSOHVVLWjGLJHVWLRQHqGLTXDVLHVFOXVLYDFRPSHWHQ]DGHJOLRSHUDWRULLOSUREOHPDGHOO¶DPPLQLVWUD]LRQH
GLXQDUHWHGLFDOFRODWRULLQWHUHVVDDQFKHVWUXWWXUHTXDOLSLFFROHD]LHQGHHDGGLULWWXUDXWHQWLGRPHVWLFL
8QDFRQVHJXHQ]DIRQGDPHQWDOHqFKHPHQWUHQHOFDVRGLXQRSHUDWRUHWHOHIRQLFRLOFRVWRSXUDOWR
GHJOL VWUXPHQWL QHFHVVDUL DOO¶DPPLQLVWUD]LRQH GHOOD UHWH SXz HVVHUH WUDVFXUDELOH SHU LO SLFFROR XWHQWH
TXHVWLFRVWLSRVVRQRHVVHUHSURLELWLYL,OVRIWZDUH2SHQ6RXUFHqSHUWDQWRXQDSRVVLELOLWjLQWHUHVVDQWHSHU
TXHVWDFODVVHGLXWHQWLHVVRLQROWUHRIIUHDQFKHPDJJLRULGRWLGLYHUVDWLOLWjHGLSHUVRQDOL]]D]LRQH
/DYHUVDWLOLWjqXQDSDURODFKLDYHIRQGDPHQWDOHSHUJOLVWUXPHQWLGLDQDOLVLGLUHWHLQIDWWLDQFKHTXHOOL
D FDUDWWHUH FRPPHUFLDOH VRQR VSHVVR UHDOL]]DWL VRWWR IRUPD GL RJJHWWL VRIWZDUH SHU YLD GHOOD PDJJLRUH
YHUVDWLOLWjULVSHWWRDVROX]LRQLKDUGZDUHO¶KDUGZDUHQRQVLSXzGXSOLFDUHGLIILFLOPHQWHVLSXzDGDWWDUHD
QXRYH WLSRORJLH GL UHWH HG q GLIILFLOPHQWH SHUVRQDOL]]DELOH (VHPSL VRQR JOL DQDOL]]DWRUL GL UHWH OH
DSSOLFD]LRQLSHUO¶DUFKLYLD]LRQHGHOWUDIILFRLSURJUDPPLSHULOPRQLWRUDJJLRVLDLQWHPSRUHDOHFKHRII
OLQHGHOODUHWHSHUODULFHUFDGLYXOQHUDELOLWjHLVLVWHPLSHUODULOHYD]LRQHGLDWWDFFKL1HWZRUN,QWUXVLRQ
'HWHFWLRQ6\VWHP4XHVWHDSSOLFD]LRQLVRQRDFFRPXQDWHGDOODQHFHVVLWjGLDFFHGHUHDEDVVROLYHOORDLGDWL
FKH VFRUURQR VXOOD UHWHRVVLDQHFHVVLWDQRGLXQPHFFDQLVPRFKHHVWUDJJD LSDFFKHWWL FKH WUDQVLWDQRVXO
FDQDOHSULPDFKHTXHVWLYHQJDQRPDQLSRODWLGDJOLVWDFNGLUHWH WDOHRSHUD]LRQHYLHQHGHILQLWDFDWWXUDR
VQLIILQJ(VVHQGRWDOLDSSOLFD]LRQLSUHYDOHQWHPHQWHRJJHWWLVRIWZDUHLOPRQGR2SHQ6RXUFHSXzJLRFDUH
XQDSDUWHLPSRUWDQWHQHOORVYLOXSSRGLQXRYLSURGRWWLEDVWLSHQVDUHDOO¶DQDOL]]DWRUHGLUHWH(WKHUHDO>@
FKHqFRQVLGHUDWRGLTXDOLWjVXSHULRUHDPROWLSURGRWWLFRPPHUFLDOLVYLOXSSDWLGDD]LHQGHEODVRQDWH
4XHVWRDUWLFRORGHVFULYH:LQ3FDSXQDOLEUHULDDSSDUWHQHQWHDOPRQGRGHOO¶2SHQ6RXUFHFKHDJJLXQJH
IXQ]LRQDOLWjGLFDWWXUDHGLDQDOLVLGLUHWHDLVLVWHPLRSHUDWLYL:LQGRZV*UD]LHDOOHVXHSUHVWD]LRQLHDOOD
VXD YHUVDWLOLWj :LQ3FDS q XQR GHL SURGRWWL SL FRQRVFLXWL H DSSUH]]DWL GHOO¶2SHQ 6RXUFH LWDOLDQR q
FRQVLGHUDWRXQRVWDQGDUGSHUO¶DQDOLVLGLUHWHHGKDDSHUWRODVWUDGDDOO¶XVRGHLVLVWHPLRSHUDWLYL0LFURVRIW
LQXQFDPSRFKHLQSUHFHGHQ]DHUDDSSDQQDJJLRHVFOXVLYRGHOPRQGR8QL[
*OL RELHWWLYL FKH KDQQR SRUWDWR DOOD UHDOL]]D]LRQH GL :LQ3FDS FRPSUHQGRQR QXPHURVL SXQWL
,QQDQ]LWXWWRODUHDOL]]D]LRQHGLXQVLVWHPDGLSXEEOLFRGRPLQLRSHUO¶DFFHVVRGLEDVVROLYHOORDOODUHWHVX
VLVWHPL:LQGRZVPDFRPSDWLELOHFRQDOWUHSLDWWDIRUPH,QIDWWLODFRPSDWLELOLWjDOLYHOORGL$3,FRQDOWUL
VLVWHPLFRPH/LQX[R%6'IDYRULVFHORVYLOXSSRGLDSSOLFD]LRQLPXOWLSLDWWDIRUPDHVXSSRUWDLOSRUWLQJGHL
WRRO GDOO¶DPELHQWH8QL[ LQ FXL VRQR VWDWL VYLOXSSDWLPROWL VWUXPHQWL ODUJDPHQWH FRQRVFLXWL H XWLOL]]DWL
DOO¶DPELHQWH :LQGRZV :LQ3FDS VL SUHILJJH GL DIIURQWDUH SUREOHPDWLFKH GL HIILFLHQ]D QHO FDPSR
GHOO¶DQDOLVL GL UHWH H GL FRQVHJXHQ]D VYLOXSSD XQ¶DUFKLWHWWXUD SDUWLFRODUPHQWH RWWLPL]]DWD LQ JUDGR GL
VXSSRUWDUH OH DSSOLFD]LRQL SL LPSHJQDWLYH 8Q VLVWHPD FRQ WDOL FDUDWWHULVWLFKH KD FROPDWR XQD JUDYH
ODFXQDHKDVWLPRODWRORVYLOXSSRGLPROWLVVLPHQXRYHDSSOLFD]LRQLVLD2SHQ6RXUFHVLDSURSULHWDULH>@
,O SUHVHQWH DUWLFROR q RUJDQL]]DWR FRPH VHJXH OD VH]LRQH  SUHVHQWD LO VLVWHPD GL FDWWXUD %HUNHOH\
3DFNHW)LOWHU%3)FRQVLGHUDWRORVWDWRGHOO¶DUWHLQTXHVWRVHWWRUH/DVH]LRQHGHVFULYHODVWUXWWXUDGL
:LQ3FDSPRVWUDQGRLYDULPRGXOLFKHORFRPSRQJRQRHODORURLQWHUD]LRQH/DTXDUWDVH]LRQHVFHQGHQHL
GHWWDJOLGHOO¶DUFKLWHWWXUDVSLHJDLOIXQ]LRQDPHQWRGL:LQ3FDSHSUHVHQWDDOFXQHFDUDWWHULVWLFKHDYDQ]DWH
/DVH]LRQHPRVWUD LULVXOWDWLGLDOFXQL WHVWSUHVWD]LRQDOLHVHJXLWLVXOVLVWHPDGLPRVWUDQGRQHO¶HIIHWWLYD
HIILFLHQ]D /D VH]LRQH  VRWWROLQHD LO FRQWULEXWR FKH:LQ3FDS KD GDWR DOPRQGR GHOO¶2SHQ 6RXUFH /D
VH]LRQHSUHVHQWDLQILQHDOFXQHFRQFOXVLRQLILQDOL
 67$72'(//¶$57(,/%3)
/D VWUXWWXUD GL :LQ3FDS GHULYD GD TXHOOD GHO %HUNHOH\ 3DFNHW )LOWHU %3) >@ VYLOXSSDWR SUHVVR
O¶8QLYHUVLWjGHOOD&DOLIRUQLD,O%3)qLOVLVWHPDGLFDWWXUDFKHYLHQHVROLWDPHQWHXWLOL]]DWRFRQLVLVWHPL
RSHUDWLYL GHOOD IDPLJOLD %6' (VVR q FRQVLGHUDWR ODPLJOLRUH H SL HIILFLHQWH VROX]LRQH GL VQLIILQJ IUD
TXHOOH RIIHUWH LQ DPELHQWH 8QL[ O¶DUWLFROR FKH QH SUHVHQWD O¶LPSOHPHQWD]LRQH VFULWWR QHO  GD
0F&DQQHH-DFREVRQ>@qFRQVLGHUDWRXQDSLHWUDPLOLDUHLQTXHVWRFDPSR
/¶DUFKLWHWWXUDGHVFULWWDqLQUHDOWjFRVWLWXLWDGDGXHPRGXOLEHQGLVWLQWLLO%3)FKHqXQ¶HVWHQVLRQHGHO
VLVWHPD RSHUDWLYR RSHUD DOO¶LQWHUQR GHO NHUQHO H VL LQWHUIDFFLD FRQ OD VFKHGD GL UHWH H XQD OLEUHULD
IXQ]LRQDQWHDOLYHOORXWHQWHlibpcap>@FKHHVSRUWDLVHUYL]LGHO%3)DOOHDSSOLFD]LRQLWUDPLWHXQD$3,
GLDOWROLYHOORlibpcapIRUQLVFHXQEXRQOLYHOORGLDVWUD]LRQHHGqSHUWDQWRXWLOL]]DELOHROWUHFKHVX%6'
DQFKHVXXQDPSLRYHQWDJOLRGLVLVWHPLRSHUDWLYLQRQQHFHVVDULDPHQWHGRWDWLGHO%3)HV/LQX[6RODULV
$,;3UDWLFDPHQWHWXWWLLSLFRQRVFLXWLWRROGLUHWHSHU8QL[VLDSSRJJLDQRDlibpcapSHUDFFHGHUHDL
SDFFKHWWLIUDGLHVVLVLSRVVRQRSHUHVHPSLRDQQRYHUDUHWFSGXPS>@(WKHUHDO>@6QRUW>@QWRS>@
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)LJXUD6WUXWWXUDGHO%3)
,O%3)ODFXLVWUXWWXUDqPRVWUDWDLQ)LJXUDqHVVHQ]LDOPHQWHLPSOHPHQWDWRFRPHXQGHYLFHGULYHU
FKHVLDSSRJJLDDOGULYHUGHOODVFKHGDGLUHWHGHWWD1HWZRUN,QWHUIDFH&DUGR1,&,O1,&GULYHUDSSHQD
WUDVIHULWRXQSDFFKHWWRLQPHPRULDHSULPDGLSDVVDUORDJOLVWDFNSURWRFROODULLQYRFDHVSOLFLWDPHQWHXQD
IXQ]LRQHGHO%3)±FKLDPDWDtap()±FKHVLRFFXSDGLLQWHUFHWWDUHHFRSLDUHLOSDFFKHWWR
/D tap() HIIHWWXD LQQDQ]LWXWWR XQ¶RSHUD]LRQH GL ILOWUDJJLR FLRq GHWHUPLQD VH LO SDFFKHWWR q GL
LQWHUHVVH SHU O¶DSSOLFD]LRQH H LQ FDVR QHJDWLYR OR VFDUWD LPPHGLDWDPHQWH 6H LQYHFH LO SDFFKHWWR q
DFFHWWDWRGDOILOWURODtap()ORLQVHULVFHLQXQEXIIHUDOORFDWRGDOGULYHUGHWWRNHUQHOEXIIHUVLYHGDOD
)LJXUD  ,O %3) XVD XQ VLVWHPD D GRSSLR EXIIHU SHU XQ WRWDOH GL .E\WHV LQ FXL XQD SRU]LRQH GL
PHPRULD FRQWLHQH L SDFFKHWWL LQ DUULYR GDOOD UHWH PHQWUH O¶DOWUD FRQVHUYD TXHOOL FKH YHUUDQQR SDVVDWL
DOO¶DSSOLFD]LRQH , GXH EXIIHU YHQJRQR VFDPELDWL TXDQGR LO SULPR q SLHQR HG LO VHFRQGR q YXRWR
/¶DSSOLFD]LRQH SUHOHYD L SDFFKHWWL WUDPLWH XQD OHWWXUD HIIHWWXDWD GL QRUPD FRQ OD FKLDPDWD GL VLVWHPD
read()VXO³ILOH´ULVXOWDQWHGDOODYLUWXDOL]]D]LRQHIDWWDDOLYHOORGLVLVWHPDRSHUDWLYRGHOGHYLFHGULYHU
%3) UHODWLYRDO%3)4XHVWD OHWWXUDDWWLYDXQD IXQ]LRQHGHO%3)FKHVSRVWD LSDFFKHWWL LQXQD]RQDGL
PHPRULDDOLYHOORXWHQWHDOORFDWDHJHVWLWDGDlibpcap
 $5&+,7(7785$',:,13&$3
:LQ3FDS FRPHPRVWUDWR LQ)LJXUD ULFDOFDQHOOH OLQHHJHQHUDOL OD VWUXWWXUDGHO%3)DJJLXQJHQGR
WXWWDYLD GLYHUVL HOHPHQWL H UDIILQDQGR DOFXQL GL TXHOOL HVLVWHQWL SHU PLJOLRUDUH OH SUHVWD]LRQL LQROWUH
:LQ3FDS JDUDQWLVFH OD FRPSDWLELOLWj FRQ OD JUDQGH PDJJLRUDQ]D GHL VLVWHPL RSHUDWLYL GHOOD IDPLJOLD
:LQGRZV , SURVVLPL SDUDJUDIL GHVFULYHUDQQR L YDUL FRPSRQHQWL GHOO¶DUFKLWHWWXUD VSLHJDQGR FRPH
LQWHUDJLVFRQRIUDGLORURSHUIRUQLUHLVHUYL]LDOO¶XWHQWH

&RGLFHXWHQWH
&KLDPDWHD
:LQ3FDS
SDFNHWGOO
3URWRFROOL
GL
UHWH
1,&'ULYHU
ILOWUR
3DFFKHWWL
7DS 1HWJURXS3DFNHW)LOWHU
/LYHOOR
NHUQHO
5HWH
/LYHOOR
XWHQWH 8VHUEXIIHU
$SSOLFD]LRQL
.HUQHO
%XIIHU
ZSFDSGOO
8VHUEXIIHU
&RGLFHXWHQWH
$FFHVVR
GLUHWWRDOO¶13)
&KLDPDWHD
3DFNHWGOO
ILOWUR
.HUQHO
%XIIHU

&RGLFHXWHQWH
&KLDPDWHD
:LQ3FDS
ILOWUR
&RGLFHXWHQWH
0RQLWRULQJ
0RGXOR
VWDWLVWLFKH

)LJXUD$UFKLWHWWXUDGL:LQ3FDS
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:LQ3FDSqFRPSRVWRGDWUHPRGXOL,OSULPR1HW*URXS3DFNHW)LOWHU13)FRPHQHOFDVRGHO%3)
qXQGHYLFHGULYHU FKH IXQ]LRQD D OLYHOORNHUQHO ,O13)q LPSOHPHQWDWR FRPHXQYLUWXDOGHYLFHGULYHU
9;' QHO ILOH  QSIY[G LQ:LQGRZV 0( H FRPH XQ NHUQHOPRGH GULYHU QHO ILOH npf.sys LQ
:LQGRZV17;3,O13)VLRFFXSDGHOOHRSHUD]LRQLGLEDVVROLYHOORIUDOHTXDOLODSLLPSRUWDQWHq
O¶LQWHUIDFFLDPHQWR FRQ OD VFKHGD GL UHWH SHU OD FDWWXUD GHL SDFFKHWWL ,O VHFRQGRPRGXOR q XQD OLEUHULD
GLQDPLFDpacket.dllLOFXLFRPSLWRqTXHOORGLFUHDUHXQVXEVWUDWRLGHQWLFRLQWXWWLLVLVWHPLRSHUDWLYL
:LQGRZVSHUJDUDQWLUHODPDVVLPDSRUWDELOLWjGHOOHDSSOLFD]LRQL,OWHU]RHGXOWLPRPRGXORwpcap.dll
DQFK¶HVVRVRWWRIRUPDGLXQDOLEUHULDGLQDPLFDHVSRUWDXQVHWGLIXQ]LRQLGLDOWR OLYHOORSHU ODFDWWXUDH
O¶DQDOLVLGLUHWHwpcapqFRPSDWLELOHFRQTXHOORGLlibpcapSHU8QL[
 ,/'5,9(513)
,OJURVVRGHOODYRURVYROWRGDXQVLVWHPDFRPH:LQ3FDSqUHODWLYRDOO¶LQWHUIDFFLDPHQWRFRQODVFKHGD
GL UHWH WUDPLWH LOGULYHUFKH ODJRYHUQD O¶HVWUD]LRQHGHO WUDIILFRFKHFLUFRODVXOODUHWH ODVFUHPDWXUDGHL
GDWL RWWHQXWL LQ EDVH DOOH VSHFLILFKH GHOO¶XWHQWH ILOWUDJJLR ² WXWWH RSHUD]LRQL QRQ SHUPHVVH DG XQD
/DYHUVLRQHGL:LQ3FDSDWWXDOPHQWHGLVWULEXLWDVXSSRUWD:LQGRZV0(17;3H
:LQGRZV6HUYHUHVLVWHXQDYHUVLRQHVSHULPHQWDOHSHU:LQGRZV&(
QRUPDOHDSSOLFD]LRQH4XHVWRq LOPRWLYRSHUFXLqQHFHVVDULRDSSRJJLDUVLDGXQGHYLFHGULYHU LOTXDOH
UDSSUHVHQWDVRVWDQ]LDOPHQWHXQ¶HVWHQVLRQHDONHUQHOGHOVLVWHPDRSHUDWLYR
/DFROORFD]LRQHGHOO¶13)DOO¶LQWHUQRGHONHUQHOGHLVLVWHPL:LQGRZVQRQqVHPSOLFHFRPHQHOFDVR
GHO %3) ,Q %6' q SUHYLVWR XQ DJJDQFLR HVSOLFLWR SHU LO GULYHU GL FDWWXUD DL GULYHU GHOOH LQWHUIDFFH q
ULFKLHVWRFRPHVSHFLILFDGLULFKLDPDUHODtap()SULPDGLHVHJXLUHRJQLDOWUDRSHUD]LRQH,Q:LQGRZVQRQ
qSUHYLVWRQXOODGLTXHVWRWLSRLQROWUHQRQHVVHQGRGLVSRQLELOLQpLVRUJHQWLGHONHUQHOQpTXHOOLGHLGULYHU
GLUHWHqLPSRVVLELOHFUHDUHXQ³DJJDQFLR´SHUODFDWWXUD
/DVROX]LRQHDGRWWDWDFRQVLVWHQHOO¶LPSOHPHQWD]LRQHGHOO¶13)FRPHGULYHUGLSURWRFROOR,QIDWWLSXU
QRQUHQGHQGRGLVSRQLELOL LVRUJHQWLGHOODSLODSURWRFROODUHSURWRFROVWDFNGLUHWH0LFURVRIWGHILQLVFHH
GRFXPHQWD SXEEOLFDPHQWH O¶LQWHUIDFFLD 1',6 1HWZRUN 'ULYHU ,QWHUIDFH 6SHFLILFDWLRQ >@ FKH YLHQH
XWLOL]]DWD GDO NHUQHO GL:LQGRZV SHU IDU FRPXQLFDUH LPRGXOL FKH OR FRPSRQJRQR 'D XQ ODWR1',6
IRUQLVFHXQDOLEUHULDGLIXQ]LRQLVWDQGDUGFKHLGULYHUGLUHWHSRVVRQRFRPHLQWHUIDFFLDFRQLONHUQHOHFRQ
O¶KDUGZDUH LQ PDQLHUD UDJLRQHYROPHQWH LQGLSHQGHQWH GDO VLVWHPD GDOO¶DOWUD VSHFLILFD XQ SUHFLVR
PHFFDQLVPR GL LQWHUD]LRQH IUD L GULYHU GL UHWH 6IUXWWDQGR TXHVWR PHFFDQLVPR q SRVVLELOH VFULYHUH H
LQVWDOODUHQXRYLGULYHUGLUHWHVHQ]DFRQRVFHUHLGHWWDJOLGHOUHVWRGHOORSLODSURWRFROODUH
/D)LJXUDPRVWUDLOWLSLFRPRGHOORDVWUDWLGL1',6HODSRVL]LRQHGHOO¶13)DOVXRLQWHUQR6LQRWD
VXELWRFRPHHVVRVLDLQSDUDOOHORHQRQLQFDVFDWDGLFRQLSURWRFROOLGLDOWROLYHOORFRPHLO7&3,34XHVWR
FRQVHQWHO¶LQWHUIDFFLDPHQWRFRQXQ¶DPSLDJDPPDGLWHFQRORJLHGLOLYHOORILVLFRLQTXDQWR1',6VXLFXL
13)SRJJLDFHUFDGLHVVHUHRYHSRVVLELOHLQGLSHQGHQWHGDOIRUPDWRHGDOODGLPHQVLRQHGHOOHWUDPH
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)LJXUD:LQ3FDSH1',6
/D FROORFD]LRQH GHOO¶13) SRQH DQFKH DOFXQL SUREOHPL ,O SULPR GL HVVL q TXHOOR GHOOH SUHVWD]LRQL
O¶LQWHUD]LRQHFRQ1',6qQRWHYROPHQWHSLFRPSOHVVDGHOVHPSOLFHPHFFDQLVPRDFDOOEDFNXWLOL]]DWRGDO
%3)4XHVWRKD ULFKLHVWRXQDPDJJLRUH DWWHQ]LRQHSHURWWHQHUHSUHVWD]LRQL HOHYDWH LO ULVXOWDWRRWWHQXWR
GRFXPHQWDWRQHOODVH]LRQHqHFFHOOHQWHHOHSUHVWD]LRQLULVXOWDQWLVRQRDGGLULWWXUDPLJOLRULGLTXHOOLGHL
VLVWHPL8QL[GDFXLGHULYD13)GHULYD,OVHFRQGRSUREOHPDqFKHFRQO¶DUFKLWHWWXUDGL:LQ3FDSLO13)
FDWWXUD L SDFFKHWWL VROR GRSRXQD VHULH GL SRVVLELOLPDQLSROD]LRQL GD SDUWH GL GULYHU GL OLYHOOR LQIHULRUH
TXHOOLGHOODVFKHGDGLUHWHLQSULPLV'XQTXHLSDFFKHWWLSRVVRQRHVVHUHVWDWLPRGLILFDWLULVSHWWRDOORUR
IRUPDWR RULJLQDOH ,O FDVR WLSLFR q TXHOOR GHO SURWRFROOR333RSSXUH GHOOH WUDPH ,((( OH TXDOL
VRQRWUDVIRUPDWHLQXQD(WKHUQHW³YLUWXDOH´SHUOHVRSUDFLWDWHUDJLRQLGLLQGLSHQGHQ]DGDOOLYHOORILVLFRFKH
VHPSOLILFDQRLOODYRURGHLSURWRFROOLVRSUDVWDQWL
 /(/,%5(5,(
, VHUYL]L IRUQLWL GDO GULYHU VRQR HVSRUWDWL DOOH DSSOLFD]LRQL WUDPLWH GXH OLEUHULH /D SULPD
packet.dll IXQ]LRQD D EDVVR OLYHOOR H JHVWLVFH O¶LQWHUD]LRQH FRQ O¶13) QHL YDUL VLVWHPL RSHUDWLYL
:LQGRZV%LVRJQDLQIDWWLULFRUGDUHFKHODVWUXWWXUDGLXQGULYHU OHFKLDPDWHFKHHVVRXVDSHU LQWHUDJLUH
FRQ LO NHUQHO H O¶LQWHUIDFFLD SHU VFDPELDUH GDWL FRQ OH DSSOLFD]LRQL YDULDQR UDGLFDOPHQWH GD XQ VLVWHPD
RSHUDWLYRDOO¶DOWURLQSDUWLFRODUHO¶DUFKLWHWWXUDGLXQGULYHUSHU:LQGRZV0(qGHOWXWWRGLIIHUHQWH
GDTXHOODGLXQGULYHUSHU:LQGRZV17HVXFFHVVLYLpacket.dllVLRFFXSDGLJHVWLUHOHGLIIHUHQ]HHG
HVSRUWDXQD$3,FKHqFRQVLVWHQWHQHLGLYHUVLDPELHQWL4XHVWRULVXOWDWRqVWDWRRWWHQXWRVYLOXSSDQGRXQD
OLEUHULD GLYHUVD SHU RJQL IDPLJOLD GL VLVWHPL RSHUDWLYL H IDFHQGR Vu FKH WXWWH TXHVWH OLEUHULH HVSRUWLQR
FKLDPDWHLGHQWLFKH,QTXHVWRPRGRXQSURJUDPPDEDVDWRVX:LQ3FDSSXzIXQ]LRQDUHVXWXWWL LVLVWHPL
:LQ VHQ]D DOFXQD PRGLILFD Qq ULFRPSLOD]LRQH packet.dll VL RFFXSD LQROWUH GL XQD VHULH GL
RSHUD]LRQL GLSHQGHQWL GDO VLVWHPD PD QRQ GLUHWWDPHQWH FRUUHODWH DOOD FDWWXUD GHL SDFFKHWWL TXDOL LO
FDULFDPHQWRVFDULFDPHQWRGHOGULYHUO¶RWWHQLPHQWRGHOODOLVWDGHOOHLQWHUIDFFHGLUHWHFRQUHODWLYLLQGLUL]]L
KDUGZDUHHGLOLYHOORQHWZRUNRJQLVLVWHPDRSHUDWLYRFRQVHUYDTXHVWLGDWLLQPDQLHUDGLIIHUHQWH
wpcap.dll IRUQLVFH LQYHFHXQD$3, FRQXQ OLYHOORGL DVWUD]LRQH VXSHULRUH H LQFOXGH IXQ]LRQLSHU
FUHDUH ILOWUL VDOYDUH L SDFFKHWWL VX GLVFR JHVWLUH L EXIIHU H FRVu YLD 4XHVWD OLEUHULD QRQ LQWHUDJLVFH
GLUHWWDPHQWH FRQ LO GULYHU PD VL DSSRJJLD D packet.dll FKH TXLQGL GL QRUPD QRQ YLHQH XVDWD
GLUHWWDPHQWH GDO SURJUDPPDWRUH8QDGHOOH FDUDWWHULVWLFKH SULQFLSDOL GLwpcap.dll q OD FRPSDWLELOLWj
FRQlibpcap,QHIIHWWLODSULPDSXzHVVHUHFRQVLGHUDWDXQVXSHUVHWGHOODVHFRQGDLQTXDQWRQHIRUQLVFH
WXWWH OH FKLDPDWH DJJLXQJHQGR LQ SL XQD VHULH GL IXQ]LRQDOLWj DG HVHPSLR PRQLWRULQJ GL UHWH H
JHQHUD]LRQHGLWUDIILFRFKHVIUXWWDQROHFDUDWWHULVWLFKHDYDQ]DWHGHOGULYHU13)VLYHGDLOSDUDJUDIR
 352%/(0$7,&+(35(67$=,21$/,
4XHVWR FDSLWROR GHVFULYH LQPDJJLRU GHWWDJOLR O¶DUFKLWHWWXUD GL:LQ3FDS H LQ SDUWLFRODUH GHO GULYHU
13) FXRUH GHO VLVWHPD DSSURIRQGHQGR DOFXQL DVSHWWL WHFQLFL LPSRUWDQWL QHOOD GHWHUPLQD]LRQH GHOOH
SUHVWD]LRQL&LVLVRIIHUPHUjGDSSULPDVXOODIXQ]LRQDOLWjSULQFLSDOHODFDWWXUDGHLSDFFKHWWLHYLGHQ]LDQGR
OHGLIIHUHQ]HH OHPLJOLRULHULVSHWWRDLVLVWHPLHVLVWHQWL ,QVHJXLWRYHUUDQQRSUHVHQWDWHDOFXQHHVWHQVLRQL
SHUO¶DQDOLVLGLUHWHDGDOWHSUHVWD]LRQLFDUDWWHULVWLFKHGL:LQ3FDS
 ,/0(&&$1,602',&$7785$
/D FDWWXUD GL SDFFKHWWL H OD ORUR FRQVHJQD GLUHWWD DOOH DSSOLFD]LRQL RSHUD]LRQH GL SHU Vq
FRQFHWWXDOPHQWHVHPSOLFHqLQUHDOWjSLXWWRVWRFRPSOHVVDVHVLYRJOLRQRRWWHQHUHEXRQHSUHVWD]LRQL
/DSULPDRSHUD]LRQHHVHJXLWDGDOO¶13)LQVHJXLWRDOODULFH]LRQHGLXQSDFFKHWWRqLOILOWUDJJLR)LOWUDUH
VLJQLILFD VFUHPDUH LO IOXVVR GL GDWL GLUHWWR YHUVR O¶DSSOLFDWLYR GL FDWWXUD LQ EDVH DOOH HVLJHQ]H
GHOO¶DSSOLFD]LRQH VWHVVD Ê LPSRUWDQWH FKH TXHVWD RSHUD]LRQH YHQJD HVHJXLWD LO SL SRVVLELOH DOO¶LQL]LR
GHOOD FDWHQD GLPDQLSROD]LRQL GHO SDFFKHWWR LQPRGR GD HYLWDUH FRSLH VXSHUIOXH H VSUHFR GL VSD]LR QHL
EXIIHU'LFRQVHJXHQ]D LO ILOWUDJJLRqGHOHJDWRDOO¶13)TXDQGR LOSDFFKHWWRqDQFRUDQHOODPHPRULDGHO
GULYHUGHOODVFKHGDGLUHWHVIUXWWDQGRODSRVVLELOLWjGL1',6GLDFFHGHUHDTXHVWDPHPRULD
,OVLVWHPDGLILOWUDJJLRGHOO¶13)qFRPSDWLELOHFRQTXHOORGHO%3)HFRQVLVWHLQXQSURFHVVRUHYLUWXDOH
LQ JUDGR GL LQWHUSUHWDUH FRPDQGL LPSDUWLWL DWWUDYHUVR LVWUX]LRQL DVVHPEOHU VHFRQGR XQ VHW GL LVWUX]LRQL
VHPSOLFHPDVXIILFLHQWHPHQWHFRPSOHWR8QILOWURqFUHDWRGDOO¶XWHQWH WUDPLWHXQFRPSLODWRUH IRUQLWR LQ
:LQ3FDS HVVR ULFHYH LQ LQJUHVVR XQD VWULQJD FRQ XQD FRQGL]LRQH ERROHDQD SHU HVHPSLR ³LS DQG QRW
XGS´HODWUDGXFHQHOFRUULVSRQGHQWHE\WHFRGHSHUHVHPSLR³FRQWUROODFKHLOFDPSRethertypeGHOOD
WUDPD(WKHUQHWVLDXJXDOHD[HFKHLOprotocol typeGHOODWUDPD,3VLDGLYHUVRGDLQFDVR
DIIHUPDWLYR DFFHWWD LO SDFFKHWWR´$ GLIIHUHQ]D GL WXWWL JOL DOWUL VLVWHPL GL FDWWXUD IRUQLWL GL SURFHVVRUH
YLUWXDOH O¶13) QRQ LQWHUSUHWD L ILOWUL PD VIUXWWD WHFQLFKH GL FRPSLOD]LRQH GLQDPLFD SHU HVHJXLUOL
GLUHWWDPHQWH DWWUDYHUVR O¶LPSLHJR GL FRGLFH QDWLYR GHOOD &38 ORFDOH ,QIDWWL TXDQGR XQ ILOWUR YLHQH
LQVWDOODWR GDOO¶XWHQWH LO GULYHU VIUXWWD XQ FRPSLODWRUH MXVW LQ WLPH-,7 SHU WUDGXUUH LO E\WHFRGH LQ XQD
SURFHGXUD LQ DVVHPEOHU [4XHVWD SURFHGXUD YLHQH LQYRFDWD SHU RJQL SDFFKHWWR ULFHYXWR H GHFLGH VH
TXHVWR YHUUj FRQVHUYDWR RSSXUH VFDUWDWR /D FRPSLOD]LRQH -,7 GHL ILOWUL SRUWD EHQHILFL VLJQLILFDWLYL LQ
WHUPLQLGLHIILFLHQ]DSHUPHWWHQGRGLDYHUHXQLQFUHPHQWRGHOODYHORFLWjGLHVHFX]LRQHGHOILOWURILQRD
YROWHULVSHWWRDOODVXDLQWHUSUHWD]LRQH
8Q¶DOWUDFDUDWWHULVWLFDSHFXOLDUHGHOO¶13)qODVFHOWDDUFKLWHWWXUDOHDOODEDVHGHONHUQHOEXIIHU(VVRqGL
IRQGDPHQWDOHLPSRUWDQ]DSHUHYLWDUHODSHUGLWDGLSDFFKHWWLQHOFDVRGLSLFFKLGLWUDIILFRGLUHWHEXUVWR
GL DSSOLFD]LRQL FRQ EDVVH FDUDWWHULVWLFKH SUHVWD]LRQDOL QHOOD IDVH UHODWLYD DOOD ORUR HODERUD]LRQH ,Q
:LQ3FDSODWLSLFDDUFKLWHWWXUDDGRSSLREXIIHUqVWDWDVFDUWDWDDIDYRUHGLXQ¶DUFKLWHWWXUDDEXIIHUFLUFRODUH
OD FXL GLPHQVLRQH QRUPDOPHQWH 0E\WH q FRQILJXUDELOH GDOO¶XWHQWH SHU SHUPHWWHUH GL ELODQFLDUH XQD
PDJJLRUHWROOHUDQ]DDLEXUVWFRQXQSLHIILFLHQWHXWLOL]]RGLPHPRULD
,O VLVWHPD GL EXIIHULQJ GHOO¶13) q SL FRPSOLFDWR GD JHVWLUH VRSUDWWXWWR QHO FDVR GL SDFFKHWWL GL
GLPHQVLRQH YDULDELOH PD DSSRUWD EHQHILFL QRQ LQGLIIHUHQWL LQ WHUPLQL GL SUHVWD]LRQL H XWLOL]]R GHOOH
ULVRUVHSHUPHWWHQGRGLVIUXWWDUHDOPHJOLRODPHPRULDDGLVSRVL]LRQHDQFKHLQFDVRGLEXUVWGLWUDIILFR,Q
WDOHVLWXD]LRQHLQIDWWLqSUREDELOHFKHLOSURFHVVRGLFDWWXUDHILOWUDJJLRVFDWHQDWRGDXQLQWHUUXSWDOO¶DUULYR
GLXQSDFFKHWWRGHOODVFKHGDHSHUWDQWRDSULRULWjHOHYDWDSUHQGDLOVRSUDYYHQWRVXOO¶DSSOLFD]LRQHDOLYHOOR
XWHQWHLPSHGHQGROHGLHVVHUHVFKHGXODWD4XHVWRIDVuFKHHVVDQRQULHVFDDVYXRWDUHFRPSOHWDPHQWHODVXD
SRU]LRQHGLPHPRULD1HOVLVWHPD%3)RULJLQDOHTXHVWRIHQRPHQREORFFDGLIDWWRORVFDPELRVZDSIUDL
GXHEXIIHU ,OYHULILFDUVLGLXQDVLWXD]LRQHDQDORJDFRQXQEXIIHUFLUFRODUHFRPHUHDOL]]DWRQHOO¶13)q
DOWDPHQWHLPSUREDELOH,QROWUHSHUPLJOLRUDUHXOWHULRUPHQWHO¶XVRGHOODPHPRULDO¶13)WUDVIHULVFHLGDWL
DOO¶DSSOLFD]LRQH WUDPLWHXQD IXQ]LRQHGL FRSLD FKH DJJLRUQD OR VWDWRGHOEXIIHUGXUDQWH OR VSRVWDPHQWR
SHUPHWWHQGRGLXWLOL]]DUHLPPHGLDWDPHQWHODTXDQWLWjGLPHPRULDOLEHUDWDDQFKHVHODIDVHGLFRSLDQRQq
DQFRUDWHUPLQDWD
1HOO¶LQWHUD]LRQH IUD GULYHU H DSSOLFD]LRQH XQ SDUDPHWUR PROWR LPSRUWDQWH q LO QXPHUR GL FRQWH[W
VZLWFK FLRq GL WUDQVL]LRQL GD OLYHOOR DSSOLFD]LRQH D OLYHOOR NHUQHO ,O FRQWH[W VZLWFK q XQ SURFHVVR
QRWRULDPHQWHFRVWRVRLQWHUPLQLGLFROSLGLFORFN/DVROX]LRQHSHUGLPLQXLUHLOQXPHURGLFRQWH[WVZLWFK
q VSRVWDUH LSDFFKHWWL IUDGULYHUHDSSOLFD]LRQHDJUXSSL LQYHFHFKHXQRSHUYROWD WHFQLFDFKHSHUPHWWH
DQFKHGLUHQGHUHPHQRLQIOXHQWHLOVRYUDFFDULFRGLODYRURUHODWLYRDOODIXQ]LRQHGLFRSLD/¶13)SHUPHWWH
GL VSHFLILFDUH OD TXDQWLWjPLQLPD GL GDWL FKH YHUUj WUDVIHULWD DOO¶DSSOLFD]LRQH FRQ XQD VROD FKLDPDWD q
SHUWDQWRSRVVLELOH FKH O¶DSSOLFD]LRQHQRQYHQJD LPPHGLDWDPHQWH LQIRUPDWDGHOO¶DUULYRGLQXRYLGDWL GD
HODERUDUH DQFKH VH TXHVWL VRQR ILVLFDPHQWH SUHVHQWL QHO NHUQHO EXIIHU 7UDPLWH TXHVWR PHFFDQLVPR VL
UHJRODUL]]DODIUHTXHQ]DGHLFRQWH[WVZLWFKFRPHHIIHWWRFROODWHUDOHVLRWWLHQHFKHO¶DSSOLFD]LRQHFKHXVDL
GDWL YLHQH ULVYHJOLDWD VROR LQSUHVHQ]DGLXQD FHUWDTXDQWLWjPLQLPDGL GDWL GD HODERUDUH3HU HYLWDUH OD
SHUGLWD GL UHDWWLYLWj DOOD ULFH]LRQH GHL GDWL ² FDUDWWHULVWLFD LQGLSHQVDELOH DG DOFXQH DSSOLFD]LRQL ² q
SRVVLELOHLPSRVWDUHXQWHPSRPDVVLPRVFDGXWRLOTXDOHO¶DSSOLFD]LRQHYHUUjULVYHJOLDWDTXDOXQTXHVLDOR
VWDWRGLULHPSLPHQWRGHOEXIIHU
 62/8=,21,$9$1=$7(3(5/¶$1$/,6,',5(7(
1RQRVWDQWH OH RWWLPL]]D]LRQL SUHVHQWDWH QHL SDUDJUDIL SUHFHGHQWL OD FDWWXUD GHL SDFFKHWWL ULPDQH XQ
SURFHVVRGDOFRVWRQRQLQGLIIHUHQWHOHFXLSUHVWD]LRQLUDSSUHVHQWDQRXQDFULWLFLWjVRSUDWWXWWRVXUHWLDGDOWD
YHORFLWj3HUVXSSRUWDUHDOPHJOLROHDSSOLFD]LRQL O¶13)IRUQLVFHXQDVHULHGLIXQ]LRQDOLWjDYDQ]DWHFKH
SHUPHWWRQR XQ XOWHULRUH LQFUHPHQWR GL SUHVWD]LRQL QHO FDVR GL RSHUD]LRQL ULFRUUHQWL QHOO¶DQDOLVL GL UHWH
/¶LGHDGLEDVHqGLVSRVWDUHSDUWHGHOO¶HODERUD]LRQHGHLGDWLQHOGULYHULOFRGLFHFKHHODERUDLSDFFKHWWLq
SRVL]LRQDWR QHO NHUQHO GHO VLVWHPD RSHUDWLYR H O¶DSSOLFD]LRQH ULFHYH LO ULVXOWDWR GHOO¶HODERUD]LRQH &Lz
SHUPHWWHGLPLQLPL]]DUHFRSLHLSDFFKHWWLQRQYHQJRQRSLFRSLDWLDOO¶DSSOLFDWLYRHFRQWH[WVZLWFKFRQ
JUDQGHYDQWDJJLRSHUO¶HIILFLHQ]D
 021,725,1*'(/75$)),&2
6SHVVROHDSSOLFD]LRQLFKHHVHJXRQRLOPRQLWRULQJGHOODUHWHQRQQHFHVVLWDQRGLWXWWRLOSDFFKHWWRPD
VRODPHQWHGLXQULHSLORJRGHOOHFDUDWWHULVWLFKHGHOWUDIILFRLQWUDQVLWR
/¶13)qLQJUDGRGLFDOFRODUHVWDWLVWLFKHVXLGDWLULFHYXWLLQPDQLHUDDXWRQRPDHSURJUDPPDELOHHGL
UHVWLWXLUHDOO¶DSSOLFD]LRQHLULVXOWDWLRWWHQXWL,YDQWDJJLGLWDOHDSSURFFLRVRQRVFKHPDWL]]DWLLQ)LJXUD
QHVVXQEXIIHUYLHQHDOORFDWRQpDOLYHOORNHUQHOQpDOLYHOORXWHQWHGLFRQVHJXHQ]DQRQYLHQHHIIHWWXDWR
DOFXQWLSRGLFRSLDGHLSDFFKHWWL/HVWDWLVWLFKHVRQRFRQVHJQDWHDOO¶XWHQWHDLQWHUYDOOLUHJRODULGLQRUPD
RJQLVHFRQGRGHILQLELOLWUDPLWHXQ¶DSSRVLWDFKLDPDWD4XHVWRPLQLPL]]DLOQXPHURGLFRQWH[WVZLFK
,QUHDOWjLOWHUPLQHFRQWH[WVZLWFKqXVDWRLPSURSULDPHQWHQRQVRORLQTXHVWRDUWLFRORPDDQFKHQHO
UHVWR GHOOD OHWWHUDWXUD LQ TXDQWR TXHOOR GL FXL VL SDUOD q XQ FDPELDPHQWR VZLWFK GHO SULYLOHJLR GL
HVHFX]LRQH GD ULQJD ULQJHYLFHYHUVD LQDPELHQWH:LQGRZVHQRQQHFHVVDULDPHQWHXQFDPELRGL
FRQWHVWRFKHqXQ¶D]LRQHSLFRPSOLFDWDTXLQGLSL
3DFFKHWWL
/LYHOORNHUQHO
/LYHOORXWHQWH
8WHQWH
$SSOLFD]LRQH
'ULYHU
%XIIHU
%XIIHU
6WDW
3DFFKHWWL
.HUQHOPRGH
8VHUPRGH
8WHQWH
$SSOLFD]LRQH
'ULYHU6WDW
&DWWXUDWUDGL]LRQDOH .HUQHOPRQLWRULQJ 
)LJXUD&RQIURQWRIUDFDWWXUDHNHUQHOPRQLWRULQJ
/D )LJXUD PRVWUD FRPH LO VLVWHPD GL PRQLWRULQJ GHOO¶13) VIUXWWL LO ILOWUR FRPH FODVVLILFDWRUH GL
SDFFKHWWL(SRVVLELOHSHUHVHPSLRGHILQLUHILOWULFKHVHOH]LRQLQRVRORLSDFFKHWWLZHESRUWDRSSXUHLO
WUDIILFRJHQHUDWRGDXQRVSHFLILFRKRVW,SDFFKHWWLVHOH]LRQDWLVRQRSDVVDWLDGXQPRGXORFKHQHHVHJXHLO
FRQWHJJLR WUDPLWH FRQWDWRUL RSSXUH WUDPLWH XQD WDEHOOD GL KDVK , ULVXOWDWL GHO FRQWHJJLR VRQR WUDVPHVVL
DOO¶DSSOLFD]LRQHDOORVFDGHUHGLXQWLPHRXW

ILOWUR &RQWDWRUHRWDEHOOD3DFFKHWWL 5LVXOWDWR
)LJXUD)XQ]LRQDPHQWRGHOVLVWHPDGLPRQLWRULQJ
 6$/9$7$**,2'(/75$)),&268',6&2
6SHVVR OHDSSOLFD]LRQLEDVDWH VX:LQ3FDSVDOYDQR LPPHGLDWDPHQWH LO WUDIILFRVXGLVFRGLVNGXPS
ULPDQGDQGR OD YHUD HODERUD]LRQH DG XQD IDVH VXFFHVVLYD 4XHVWR q XQ FRPSRUWDPHQWR WLSLFR GHJOL
DQDOL]]DWRULGLUHWHGLPROWLWRROSHUODVLFXUH]]DHLQJHQHUDOHGLWXWWLTXHLSURJUDPPLFKHQRQHVVHQGRLQ
JUDGRGLUHJJHUHXQ¶DQDOLVLLQWHPSRUHDOHGHOWUDIILFRHIIHWWXDQRHODERUD]LRQLRIIOLQHGHLSDFFKHWWL

3DFFKHWWL
/LYHOORNHUQHO
/LYHOORXWHQWH
$SSOLFD]LRQH
'ULYHU13)
%XIIHU
%XIIHU
%XIIHU
)LOH
6\VWHP%XIIHU
'LVFR
&DWWXUDWUDGL]LRQDOH
.HUQHOGXPS

)LJXUD'XPSGHOWUDIILFRVXGLVFRVLVWHPLWUDGL]LRQDOHHRWWLPL]]DWR
,Q)LJXUDODIUHFFLDDOLQHDFRQWLQXDHYLGHQ]LDLOSHUFRUVRGHLSDFFKHWWLTXDQGRYHQJRQRVDOYDWLVX
GLVFRGRSRODFDWWXUDHQWUDQRLQJLRFRTXDWWUREXIIHUGXHGL:LQ3FDSHGXHUHODWLYLDOEXIIHULQJGHLGDWL
FKHYLHQH IDWWRGDOO¶DSSOLFDWLYR HGDO VLVWHPDRSHUDWLYRGXUDQWHXQD VFULWWXUD VXGLVFRGL FRQVHJXHQ]D
YHQJRQR HVHJXLWH TXDWWUR FRSLH GL RJQL SDFFKHWWR ,QROWUH VRQR ULFKLHVWH GLYHUVH WUDQVL]LRQL GD OLYHOOR
NHUQHODOLYHOORXWHQWH/DIUHFFLDDOLQHDWUDWWHJJLDWDURVVDPRVWUDFRPHqVWDWRRWWLPL]]DWRLOSURFHVVRLO
GULYHU 13) q LQ JUDGR GL FRPXQLFDUH GLUHWWDPHQWH FRQ LO ILOH V\VWHP WUDVPHWWHQGRJOL L SDFFKHWWL QRQ
DSSHQD YHQJRQR ULFHYXWL GDOOD VFKHGD GL UHWH 4XHVWD VFRUFLDWRLD ULGXFH UDGLFDOPHQWH OD QHFHVVLWj GL
PHPRULDHLOFDULFRVXOOD&38SHUPHWWHQGRGLRWWHQHUHSUHVWD]LRQLQHWWDPHQWHVXSHULRUL
 *(1(5$=,21(',75$)),&2
8QDIXQ]LRQDOLWjPROWRULFKLHVWDSHU LOFROODXGRGLUHWLHDSSDUDWLq ODSRVVLELOLWjGLJHQHUDUHWUDIILFR
³JUH]]R´ FLRq WUDPH GL OLYHOOR  FKH YHUUDQQR VSHGLWH VHQ]D DOFXQ WLSR GL HODERUD]LRQH GD SDUWH GHOOD
PDFFKLQDPLWWHQWH/DPDJJLRUSDUWHGHJOL VFHQDULGLFROODXGR ULFKLHGHXQ¶DOWDHIILFLHQ]DQHOO¶LQYLRGHL
SDFFKHWWL SHU SRWHU VWLPRODUH OD UHWH ILQR DL VXRL OLPLWL H LQ RJQL FDVR XQ FRQWUROOR VWUHWWR VXOOH
WHPSLVWLFKHFRQFXLHVVLYHQJRQRVSHGLWL7XWWRTXHVWRQRQVLSXzGLQRUPDUHDOL]]DUHFRQSURJUDPPLD
OLYHOOR XWHQWH LQ TXDQWR OD OHQWH]]D GHL FRQWH[W VZLWFK H OD ODWHQ]D LPSRVWD GDOO¶LQWHUD]LRQH IUD
O¶DSSOLFD]LRQHHLPRGXOLNHUQHOUHQGRQROHSUHVWD]LRQLPROWREDVVHHSRFRFRQWUROODELOL
:LQ3FDSRIIUHWUHPRGDOLWjSHUODJHQHUD]LRQHGLSDFFKHWWL1HOODPRGDOLWjSLVHPSOLFHODVFULWWXUD
VLQJRODqSRVVLELOHLQYLDUHDOO¶13)XQEXIIHUFRQWHQHQWHXQSDFFKHWWRFKHLOGULYHUVLRFFXSHUjGLVSHGLUH
VXOODUHWHVHQ]DQHVVXQDPRGLILFD4XHVWDPRGDOLWjQRQEULOODSHUODVXDHIILFLHQ]DPDqPROWRVHPSOLFH
GD XWLOL]]DUH HG q TXLQGL LGHDOH SHU L FDVL LQ FXL OH SUHVWD]LRQL QRQ UDSSUHVHQWLQR XQD FULWLFLWj4XHVWR
PHWRGR GL LQYLR q IRUQLWR GD VLVWHPL DQDORJKL D:LQ3FDS FRPH SHU HVHPSLR LO %3) RSSXUH GDL UDZ
VRFNHWVGL:LQGRZV;3
,QFDVRVLYRJOLDJHQHUDUHXQWUDIILFRHOHYDWR:LQ3FDSIRUQLVFHODFRVLGGHWWDVFULWWXUDULSHWXWDO¶LQYLR
GL XQ VLQJROR SDFFKHWWR YLHQH ULSHWXWR GDOO¶13) SHU XQ QXPHUR GL YROWH FRQILJXUDELOH ,O SDFFKHWWR q
VFDPELDWRXQDVRODYROWDIUDDSSOLFD]LRQHHGULYHUSHUFXLYLHQHDQQXOODWRO¶RYHUKHDGGHLFRQWH[WVZLWFK
HGLOSURFHVVRGLYHQWDHVWUHPDPHQWHHIILFLHQWH8Q¶XOWHULRUHHSLFRPSOHVVDPRGDOLWjGLVFULWWXUDqTXHOOD
EXIIHUHGFRQPHPRUL]]D]LRQH,QTXHVWRFDVRO¶DSSOLFD]LRQHFRQVHJQDDOGULYHUXQEXIIHUFKHFRQWLHQH
SLSDFFKHWWLLQVLHPHDLQIRUPD]LRQLVXOOHWHPSLVWLFKHGLVSHGL]LRQHGLRJQXQRGLHVVL,OGULYHUWUDVIHULVFH
O¶LQWHUREXIIHUQHOODPHPRULDGHONHUQHOHGqLQJUDGRGLLQWHUSUHWDUORLQYLDQGRLGDWLDOO¶LVWDQWHULFKLHVWR
GDOO¶DSSOLFD]LRQHFRQSUHFLVLRQHGHOO¶RUGLQHGHOPLFURVHFRQGR$YHUPHPRUL]]DWRLSDFFKHWWLQHOO¶13)
SHUPHWWHGLDQQXOODUHLFRQWH[WVZLWFKUHQGHQGRSRVVLELOLSUHVWD]LRQLSLHOHYDWH
, PHFFDQLVPL SHU OD VFULWWXUD GHL SDFFKHWWL FRPSUHVH O¶DOORFD]LRQH H OD JHVWLRQH GHL EXIIHU VRQR
HVSRUWDWLDOO¶XWHQWHDWWUDYHUVRXQLQVLHPHGLIXQ]LRQLGLwpcap.dll
 9$/87$=,21('(//(35(67$=,21,
(¶ VWDWD HIIHWWXDWD XQ¶DFFXUDWD DQDOLVL GHOOH SUHVWD]LRQL GL :LQ3FDS SHU GHWHUPLQDUH O¶HIIHWWLYD
HIILFLHQ]DGHOO¶DUFKLWHWWXUD4XHVWRSDVVRqLQGLVSHQVDELOHSHUVWDELOLUHODTXDOLWjGHOVLVWHPDHSHUFDSLUH
VH VLD LQ JUDGR GL DSSRUWDUH UHDOL YDQWDJJL ULVSHWWR DG DQDORJKL VLVWHPL JLj HVLVWHQWL ,QROWUH TXHVWR
FRQVHQWH DQFKH GL GHWHUPLQDUH FRQ SUHFLVLRQH LO SHVR GL RJQL RSHUD]LRQH VYROWD GXUDQWH L SURFHVVL GL
FDWWXUDHDQDOLVLLQPRGRGDSRWHULQGLYLGXDUHHULPXRYHUHRDOPHQROLPLWDUHLFROOLGLERWWLJOLDSUHVHQWL
&RVWRWRWDOHGHOODFDWWXUD
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3DFFKHWWLULFHYXWL
GDOO
DSSOLFD]LRQH
&DULFR&38
)UHH%6' :LQGRZV :LQGRZV
&RQGL]LRQLGHLWHVW
7HVWFRQE\WHULFHYXWRGDOO
DSSOLFD]LRQHGLPHQVLRQHSDFFKHWWLE\WHV0SDFFKHWWL
7HVWFRQE\WHULFHYXWLGDOO
DSSOLFD]LRQHGLPHQVLRQHSDFFKHWWLE\WHV0SDFFKHWWL
7HVWFRQE\WHULFHYXWLGDOO
DSSOLFD]LRQHGLPHQVLRQHSDFFKHWWLE\WHV.SDFFKHWWL
7HVWFRQE\WHULFHYXWLGDOO
DSSOLFD]LRQHGLPHQVLRQHSDFFKHWWLE\WHV.SDFFKHWWL
7HVWFRQE\WHULFHYXWLGDOO
DSSOLFD]LRQHGLPHQVLRQHSDFFKHWWLE\WHV.SDFFKHWWL 
)LJXUD&RVWRGHOODFDWWXUDGLXQSDFFKHWWRFRQLO%3)HFRQ:LQ3FDS
4XHVWDVH]LRQHULSRUWDLULVXOWDWLSLVLJQLILFDWLYL,WHVWVRQRVWDWLHIIHWWXDWLFRQQHWWHQGRIUDGLORURGXH
PDFFKLQHWUDPLWHXQFROOHJDPHQWR(WKHUQHWGLUHWWR/DSULPDPDFFKLQDDJLVFHGDJHQHUDWRUHGLSDFFKHWWL
XWLOL]]DQGRXQSURJUDPPDFKHVIUXWWDOHIXQ]LRQDOLWjGL³VFULWWXUD´GL:LQ3FDS6XOODVHFRQGDPDFFKLQD
YHQJRQRHIIHWWXDWH OHPLVXUHSUHVWD]LRQDOL4XHVW¶XOWLPDSRVVLHGHGLYHUVHSDUWL]LRQLRJQXQDGHOOHTXDOL
RVSLWDXQGLYHUVRVLVWHPDRSHUDWLYRHYHUVLRQLGHLGULYHUPRGLILFDWHSHUSHUPHWWHUQHOHPLVXUHUHDOL]]DWH
JUD]LHDOO¶XVRGLFRQWDWRULLQWHUQLDLSURFHVVRULGHOODIDPLJOLD3HQWLXP
,OSULPRWHVWFKHYLHQHSUHVHQWDWRPHWWHDFRQIURQWROHSUHVWD]LRQL²VRWWRIRUPDGLFDULFRGHOOD&38H
GL SDFFKHWWL HIIHWWLYDPHQWH FDWWXUDWL ² GHO SURFHVVR GL FDWWXUD QHOOD VXD WRWDOLWj LQ GLYHUVL VLVWHPL
RSHUDWLYL,OWHVWqVYROWRHVHJXHQGRVXWXWWLLVLVWHPLXQDVHPSOLFHDSSOLFD]LRQHFKHFDWWXUDWXWWLLSDFFKHWWL
LQ WUDQVLWR VFDUWDQGROL LPPHGLDWDPHQWH GRSR DYHUOL ULFHYXWL /D PDFFKLQD VRWWR WHVW q XQ 3HQWLXP,,
0+]VXFXLVRQRLQVWDOODWLVLDVLVWHPLRSHUDWLYL:LQGRZVVLD)UHH%6'SHUFRQVHQWLUHXQFRQIURQWR
WUD OH GXH VROX]LRQL LO GULYHU %3) GHO )UHH%6' q VWDWR PRGLILFDWR LQ PRGR GD GHVWLQDUH 0E\WH GL
PHPRULDSHULONHUQHOEXIIHUODVWHVVDTXDQWLWjPHVVDDGLVSRVL]LRQHGDOO¶13)GL:LQ3FDSLQYHFHGHL
WUDGL]LRQDOL.E\WH,ULVXOWDWLGHOOD)LJXUDPRVWUDQRFKLDUDPHQWHODVXSHULRULWjGL:LQ3FDS6LQRWLWUD
O¶DOWURODPDJJLRUHIILFLHQ]DGL:LQGRZVULVSHWWRD:LQGRZVSHUTXHOFKHULJXDUGDLOFDULFRGL
&38TXHVWDGLIIHUHQ]DqGRYXWDDOODPDJJLRUFXUDSRVWDQHOO¶RWWLPL]]D]LRQHGHOGULYHU
/D)LJXUDPRVWUD LQYHFH LOFRVWR LQFROSLGLFORFNSHU O¶HODERUD]LRQHGLXQSDFFKHWWRQHOFDVRGL
FDWWXUDHGLPRQLWRULQJDOLYHOORNHUQHO6LQRWDVXELWRLOJXDGDJQRFKHXQDSSURFFLRFRPHTXHOORGHVFULWWR
QHOSDUDJUDIRSXzDSSRUWDUHHVFOXGHQGRLOFRVWRILVVRGHOOHHODERUD]LRQLHIIHWWXDWHGDO1,&GULYHULO
PLJOLRUDPHQWRqGLYROWH




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 
1,&GULYHU&RP&
SURFHVVDPHQWRWDS
7LPHVWDPS
3ULPDFRSLD
ILOWURLVWUX]LRQL-,7
6HFRQGDFRSLD
&RQWH[W6ZLWFK

)LJXUD&RVWRSHUHODERUDUHXQSDFFKHWWRGDE\WHV
QHOFDVRGLFDWWXUDHPRQLWRULQJDOLYHOORNHUQHO
8Q¶XOWHULRUHFRQIHUPDDTXDQWRDSSHQDGHWWRDUULYDGDOOHPLVXUD]LRQLSUHVWD]LRQDOLVXOVDOYDWDJJLRGHO
WUDIILFRVXGLVFRHIIHWWXDWLVXXQDZRUNVWDWLRQ3HQWLXP,,,D0+]FRQ:LQGRZVLFXLULVXOWDWL
VRQR PRVWUDWL LQ )LJXUD  6L SXz QRWDUH FRPH OH IXQ]LRQDOLWj GL GLVN GXPS GHOO¶13) SHUPHWWDQR GL
VIUXWWDUHPROWRPHJOLROD&38HGLFRQVHJXHQ]DGLDUFKLYLDUHXQDTXDQWLWjGLGDWLPROWRPDJJLRUHDSDULWj
GLSUHVWD]LRQLGHOFDOFRODWRUHXVDWRSHUODFDWWXUD,OVDOYDWDJJLRDOLYHOORXWHQWHLQIDWWLLQL]LDDVDWXUDUHOD
FDSDFLWjGLFDOFRORGHOOD&38JLjDSDFFKHWWLDOVHFRQGRIDFHQGRODGLYHQWDUHLOFROORGLERWWLJOLD
PHGLDPHQWH OD YHUVLRQH FRQ VDOYDWDJJLR GLUHWWR GHL SDFFKHWWL VX GLVFR VL ULHVFH D VDYDUH XQ QXPHUR GL
SDFFKHWWLDQFKHGRSSLRULVSHWWRDOODVROX]LRQHDOLYHOORXWHQWH
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7UDIILFRVDOYDWRGDOO
DSSOLFD]LRQH 7UDIILFRVDOYDWRGDONHUQHO
&38DSSOLFD]LRQH &38NHUQHO 
)LJXUD&RVWRGHOVDOYDWDJJLRGHOWUDIILFRVXGLVFR

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1,&'ULYHU
7DS&RQWDWRUH
ILOWURLVWUX]LRQLL-,7
 &2175,%872$/021'2'(//¶23(16285&(
:LQ3FDSSXzHVVHUHFRQVLGHUDWRXQIHQRPHQRDQRPDORHLQWHUHVVDQWHQHOSDQRUDPDGHOVRIWZDUH2SHQ
6RXUFH SHU GLYHUVH UDJLRQL /D SULPD q FKH LO SURGRWWR q IRFDOL]]DWR ILQ GDOOD VXD QDVFLWD VXO PRQGR
:LQGRZVQRQVRQRPROWLLSURGRWWL2SHQ6RXUFHFRQFHSLWLHVSOLFLWDPHQWHSHUTXHVWRVLVWHPDRSHUDWLYRLQ
SDUWLFRODU PRGR SHU TXHO FKH ULJXDUGD VROX]LRQL GL EDVVR OLYHOOR :LQ3FDS LQ TXHVW¶RWWLFD q LO SULPR
WHQWDWLYR GL FUHDUH XQ VHUYL]LR GL EDVH FRPSOHWDPHQWH DSHUWR SHU :LQGRZV /D FRUUHWWH]]D GL WDOH
DSSURFFLR H OD ULFKLHVWD GD SDUWH GHJOL XWHQWL GL VROX]LRQL GL TXHVWR WLSR DQFKH LQ VLVWHPL RSHUDWLYL
SURSULHWDUL q SUREDELOPHQWH XQD GHOOH UDJLRQL GHO VXFFHVVR GL:LQ3FDS FKH VL q RUPDL LPSRVWR FRPH
VWDQGDUGGLIDWWRFRQWDQGRFHQWLQDLDGLPLJOLDLDGLXWLOL]]DWRULLQWXWWRLOPRQGR
6LFFRPH OD FRPSDWLELOLWj PXOWLSLDWWDIRUPD FRQWLQXD DG HVVHUH XQ SXQWR IRQGDPHQWDOH SHU PROWL
VYLOXSSDWRUL OR VYLOXSSR GL :LQ3FDS H TXHOOR GL libpcap VL VRQR SURJUHVVLYDPHQWH DYYLFLQDWL SHU
UHDOL]]DUH H PDQWHQHUH XQD OLEUHULD SHU OD FDWWXUD SDFFKHWWL LQGLSHQGHQWH GDO VLVWHPD RSHUDWLYR FKH
IXQ]LRQL VX WXWWL L VLVWHPL:LQGRZV H8QL[7DOH VIRU]R q SUREDELOPHQWH XQLFR SHU TXHO FKH ULJXDUGD
XQ¶DWWLYLWjGLEDVVROLYHOORFRVuVWUHWWDPHQWHGLSHQGHQWHGDOVLVWHPDHVLqULYHODWRYLQFHQWHYLVWDODJUDQGH
TXDQWLWj GL DSSOLFD]LRQL PXOWLSLDWWDIRUPD VYLOXSSDWL D SDUWLUH GDOOH VXGGHWWH OLEUHULH>@ ,O PRQGR
GHOO¶DQDOLVL GL UHWH SXz RJJL FRQWDUH VX XQ QXPHUR QRQ LQGLIIHUHQWH GL VWUXPHQWL GL DOWLVVLPD TXDOLWj
XWLOL]]DELOLVXTXDOVLDVLVLVWHPDRSHUDWLYR
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